
	  	  

SQN	  Systems,	  Corp.	  is	  an	  Equal	  Opportunity	  Employer.	  All	  qualified	  applicants	  will	  receive	  consideration	  for	  
employment	  without	  regard	  to	  race,	  color,	  religion,	  sex,	  national	  origin,	  age,	  protected	  veteran	  status,	  among	  

other	  things,	  or	  status	  as	  a	  qualified	  individual	  with	  a	  disability.	  

	  
Position:	  DLP	  Security	  Engineer	  
Location:	  Baltimore,	  MD	  
Duties:	  
• Architect,	  design	  and	  develop	  data	  loss	  prevention	  program	  covering	  endpoints,	  data,	  

network,	  applications	  and	  systems	  in	  a	  cloud	  environment.	  
• Develop	  security	  policies	  for	  data	  loss/leakage	  prevention	  and	  assist	  with	  

implementation.	  
• Design	  and	  create	  new	  detection	  techniques	  and	  improve	  existing	  ones.	  
• Identify	  gaps	  in	  existing	  security	  capabilities.	  Recommend	  and	  assist	  in	  technology	  

evaluations	  and	  implementations	  to	  close	  the	  gaps.	  
• Plan	  and	  lead	  large	  security	  projects	  and	  initiatives,	  expected	  to	  work	  with	  all	  areas	  of	  

information	  services,	  business	  units,	  and	  other	  partners	  on	  enterprise	  scale	  projects	  and	  
initiatives.	  

• Responsible	  for	  the	  management,	  advanced	  configuration,	  monitoring,	  and	  fine	  tuning	  of	  
DLP	  solution	  

• Interacts	  with	  State	  technical	  staff	  and	  users	  to	  discuss	  system,	  security	  enhancements,	  
upgrades	  or	  changes	  in	  technical	  services.	  	  	  

Educational	  Experience:	  

A	  Bachelor's	  Degree	  from	  an	  accredited	  college	  or	  university	  with	  a	  major	  in	  Computer	  
Science,	  Information	  Systems,	  Engineering,	  Business,	  or	  other	  related	  scientific	  or	  technical	  
discipline.	  
Experience:	  
• Must	  have	  four	  (4)	  years	  of	  experience	  in	  managing	  security	  of	  networks	  and	  systems	  in	  a	  

large	  environment.	  
• Must	  have	  experience	  administering	  Windows	  and	  Linux	  systems	  with	  a	  strong	  

background	  in	  hardening	  systems.	  
• Skilled	  in	  the	  installation	  and	  configuration	  of	  endpoint	  security	  tools	  such	  as	  antivirus,	  

configuration	  management,	  and	  SIEM.	  
• Experience	  securing	  applications,	  data	  at	  rest	  and	  in	  transit,	  networks,	  TLS,	  SOA	  or	  API	  

based	  integrations	  
• At	  least	  two	  (2)	  years	  of	  experience	  maintaining	  security	  of	  applications	  and	  systems	  on	  a	  

Cloud	  Platform	  such	  as	  AWS.	  
• At	  least	  two	  (2)	  years	  of	  experience	  deploying	  and	  configuring	  Data	  Loss	  Prevention	  tools	  

such	  as	  Symantec	  DLP.	  
• At	  least	  two	  (2)	  years	  of	  experience	  working	  with	  Splunk	  Enterprise	  Security	  or	  similar	  

tools	  
• Strong	  information	  security	  background	  in	  supporting	  enterprise	  security	  applications	  

and	  services.	  
• Strong	  understanding	  of	  Cyber	  Security	  and	  associated	  domains.	  
• Knowledge	  of	  Identity	  and	  Access	  Management	  systems	  and	  Role	  Based	  Access	  Control.	  

	  
	  
	  
	  
	  
	  
	  


